>> ENTERPRISE/MESSAGING SECURITY

ScanMail” Suite for Microsoft” Exchange

High Performance Mail Server Security with Minimal IT Impact

Today’s aggressive, subversive email threats demand powerful, multi-layered messaging security
—beyond the capabilities of Microsoft Exchange, which does not include built-in virus scanning.
While gateway security is needed to stop viruses and other threats at the perimeter, mail server
security is critical for inspecting inbound and stored mail, plus internal communications.

ScanMail Suite for Microsoft Exchange delivers more effective, high-performance mail server
security—#1 in the mail server AV market for 5 consecutive years.* In addition to blocking
viruses, spam, phishing, and unwanted content, the new version includes advanced protection
against spyware and zero-day threats. ScanMail is optimized for your Exchange environment—
whether you have Exchange Server 2000, 2003 or the new 2007. Improved scan efficiency and
tighter integration reduce IT impact, infrastructure and management costs—for a strong return
on investment.

* Source: IDC—Worldwide Anti-virus 2006-2009 Forecast and Analysis: Antivirus Evolves from Product to Feature,
Document #24567. Dec. 2005.

FEATURES FUNCTIONS

« Stops viruses, Trojans, and worms hidden in email and attachments
» Detects known, unknown zero-day threats using IntelliTrap technology

* Applies the latest threat intelligence as email moves through the
network and resides in the mail store—for up-to-the-minute protection

Award-Winning
Antivirus Security

« Delivers dedicated signature- and heuristic-based spyware detection
New!

Spyware Protection » Stops email-borne spyware at the mail server

« Prevents data loss, identity theft, and related compliance violations

» Performs multi-threaded real-time, scheduled, and manual scanning

Optimized for
Exchange

 Leverages new features of Exchange 2007, including Microsoft AV
Stamp to avoid redundant message inspection for greater efficiency

« Supports native x64- and x32-bit processing for higher performance

« Enables centralized management with a single, Web-based console
« Simplifies group configurations, policy definition, and deployment
Ease-of-Management ) ) . ) .
« Integrates with Microsoft™ Operations Manager (MOM), Outlook
Junk Email folder, Exchange clusters, and more

« Stops spam & fraudulent phishing-related emails—at high catch rates

Advanced Anti-Spam ¢ Offers the ability to override Microsoft Spam Confidence Level

& Content Filtering « Enables advanced content filtering based on Boolean and regular

expressions, keywords, file size, true file type, etc.

Protection Point
* Mail Server

Threat Protection
Antivirus
Anti-Spyware
Anti-Spam
Anti-Phishing

Content Filtering
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KEY BENEFITS

Multi-threat Protection

Prevents infection, data loss,
compliance violations, lost
productivity, and network downtime

Optimized Performance
Minimizes IT impact and improves
mail server stability

Lower IT Workload
Reduces IT management costs
through tight Microsoft integration

Trusted Security Advisor
Provides deep threat expertise—
for superior protection and peace
of mind
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As a Microsoft Gold Certified Partner, Trend Micro ensures ScanMail seamlessly integrates
with your Microsoft infrastructure. ScanMail supports Microsoft clusters, email and spam
management features, and more—for minimal IT impact and streamlined administration.

— MICROSOFT PLATFORM

Microsoft Disaster
Recovery Clusters

Microsoft
Infrastructure

Supports MOM and Supports Exchange Server:
Active Directory: * X64- and x32-bit
« Alerts and status * AVAPI and AV Stamp

« Web console credentials * Intelligent Message Filter
« Spam Confidence Level

Supports Microsoft Outlook:
* Junk Email folder
= Safelist/blacklist

COMPLEMENTARY SECURITY SOLUTIONS

ScanMail for InterScan™ InterScan™
SECURITY POINTS Microsoft Messaging Web Security
Exchange Security Solutions Solutions
Blocks malware at the mail server v
Blocks malware at the v
messaging gateway
Blocks malware at the Web gateway v
Inspects internal communications v
Blocks spam and bulk email attacks v
at the IP layer

MINIMUM SYSTEM REQUIREMENTS

Hardware

» 256 MB RAM of memory
» 250 MB of free disk space

Windows Operating System

e Microsoft™ Windows™ 2003 Server SP1
e Microsoft Windows 2000 Server with SP4 or above

Exchange Platforms

» Microsoft Exchange 2007 Server
» Microsoft Exchange 2003 Server SP 2
» Microsoft Exchange 2000 Server SP3 or above

Additional Requirements

* Microsoft IS 5.0 (for Windows 2000) or Microsoft IIS 6.0 (for Windows Server 2003)

» Apache Web Server 2.0

e Java Virtual Machine Version J2RE 1.4.1_02

» Any Java-enabled Web browser that supports frames, such as Microsoft™ Windows™
Internet Explorer™ 6.0 or 7.0

* Firefox 2.0

ONLINE RESOURCES

ScanMail Product Page:
www.trendmicro.com/smex

Messaging Security Online Community:
http://messagingsecurity.trendmicro.com

Complementary Products and Services
« InterScan Messaging Security Solutions
¢ InterScan Web Security Solutions
* Trend Micro Control Manager™
« Trend Micro™ Outbreak Prevention Services
« Virus Response Services

Trend Micro™

Enterprise Protection Strategy

Trend Micro Enterprise Protection Strategy provides
an integrated multi-layered security framework—for
the most comprehensive network protection. Trend
Micro messaging security can be integrated with other
Trend Micro products to achieve the most effective
security. The combined solution can be centrally
managed through Trend Micro Control Manager™.
For more information please visit:
www.trendmicro.com/en/products/eps

Trend Micro, Inc.

Trend Micro Incorporated is a pioneer in secure
content and threat management. Founded in 1988,
Trend Micro provides individuals and organizations
of all sizes with award-winning security software,
hardware and services. With headquarters in Tokyo
and operations in more than 30 countries, Trend
Micro solutions are sold through corporate and value-
added resellers and service providers worldwide.
For additional information and evaluation copies of
Trend Micro products and services, visit our Web
site at www.trendmicro.com.
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