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Comprehensive malware protection for Microsoft™ SharePoint™

Integrated collaborative environments are being increasingly adopted to share 
critical information, ideas, and technology. However, with Microsoft Office 
documents ranking as the third most common target of attack in 20061, they 
also represent a substantial security risk. Infected documents can jeopardize 
confidentiality and integrity of vital data, as well as business confidence—
especially when collaborative environments expand to include customers,  
partners, and other affiliates. 

Trend Micro PortalProtect provides comprehensive virus protection and file type filtering for Microsoft 

SharePoint. Optimization and integration with Microsoft™ SharePoint™ Portal Server and Windows™ 

SharePoint™ Services extends Trend Micro’s leading enterprise security technology to protect these 

collaborative environments with minimal impact to servers and administrators. Additionally, Portal-

Protect collaborates with email and instant messaging security solutions as part of Trend Micro™ 

Enterprise Protection Strategy. 

KEY FEATURES

Award-Winning Antivirus

• Prevents malware within Microsoft Office and 
  other files from infecting SharePoint users

• Protects SharePoint data in the repository 
  from corruption or theft by malicious code 

• Stops high-risk and inappropriate files using 
  “true file type” detection

• Offers added, automated protection during 
  virus outbreaks

Optimized for SharePoint 

• Supports SharePoint environments with com-
  plete Microsoft antivirus API implementation 

• Ensures high scalability regardless of the 
  number or size of SharePoint Portal Servers 

• Improves scanning performance with multi-
  threaded scanning, agent-less database 
  inspection and intelligent task scheduling

• Integrates with strategic Microsoft technologies, 
  including Digital Dashboard, Web Parts, Web 
  Storage System, and Microsoft Windows NT™ 
  Security Model

• Minimizes use of network bandwidth by 
  collaborating with other PortalProtect servers

Easy Administration

• Provides anytime access through a Web-based 
  management console

• Enables remote or local configuration, deploy-
  ment and management of a single server or 
  multiple servers as a single group

• Ensures up-to-the-minute compliance with 
  security policies through automatic updates

• Consolidates logs, reports and policy creation

• Displays security status on either a real-time 
  Web console or SharePoint dashboard
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SOFTWARE

Protection Points

• Portal Server

Threat Protection

• Antivirus

• Anti-Spyware

• Content Filtering

KEY BENEFITS

• Maintain integrity and confidentiality 
  of SharePoint resources

• Protect SharePoint users, and their
  data, from malicious code

• Maximize SharePoint availability

• Minimize SharePoint administration

1  SANS (SysAdmin, Audit, Network, Security) Institute. “Annual Update: Top 20 Internet Security Attack Targets.” 2006. www.sans.org/top20/ 
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Trend Micro™ Enterprise Protection Strategy

Trend Micro™ Enterprise Protection Strategy

provides a comprehensive, multi-layered approach 

to network security. Trend Micro™ products and 

services are backed by TrendLabsSM, a global 

network of research centers committed to con-

stant threat surveillance and attack prevention.

Complementary Products

• Centralized Management

     -Trend Micro Control Manager

• Communication Server Security Products

     - ScanMail™ Products

     - IM Security for Microsoft Office Live
       Communications Server

• Gateway Security Products

     - InterScan™ Messaging Security Suite

     - InterScan™ Messaging Security Appliance

     - InterScan™ Messaging Hosted Security

     - InterScan™ Web Security Suite

     - InterScan™ Web Security Appliance

• Endpoint Security Products

     - OfficeScan™

SYSTEM REQUIREMENTS

CPU

• Intel™ Pentium™ III compatible processor

Memory

• 512MB or more

Disk Space

• 250MB free disk space; 8MB for the /tmp directory

Microsoft™ SharePoint™ Environment

• Microsoft SharePoint Portal Server 2003, 2007

• Microsoft Windows SharePoint Service 2.0, 3.0

• Microsoft Windows 2003 Server

• Microsoft SQL Server 2000 SP3 or above

• Microsoft Internet Explorer 5.0 (or above) for Web-based management

• Microsoft Internet Information Services (IIS) 6.0

SECURING COLLABORATIVE ENVIRONMENTS

PortalProtect is designed to block infected files passing through and stored within Microsoft 

SharePoint environments in real-time, with immediate removal of threats before they reach end 

users. Based on leading enterprise security technology, PortalProtect delivers a highly effective 

and reliable solution that is low impact to servers and staff, within the framework of Trend Micro 

Enterprise Protection Strategy.

©2007 Trend Micro Incorporated. All rights reserved. All Trend Micro 
company, product and service names and slogans are trademarks or 
registered trademarks of Trend Micro Incorporated. Other names and 
marks are the property of their respective owners. 
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COMPLEMENTARY SECURITY SOLUTIONS

Security Points 
PortalProtect 

for SharePoint 
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IM Security for Microsoft Office 
Live Communications Server ScanMail Solutions 

InterScan™ Messaging
Security Solutions 

Stops spread of malware 
through collaboration 
environments

Prevents spread of malware 
via Instant Messaging

Blocks malware at the 
mail server

Blocks malware at the 
messaging gateway

Enables centralized 
management through 
Control Manager
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